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Lets you monitor User activities on Network

77 Invisible monitoring of computer activities

17 Surveillance camera for computers

17 Monitor many computers from one central application.

77 Create & schedule online and offline recordings.

17 Increase work efficiency and output
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Introduction

Congratulations, you have just downloaded Employee Desktop Live Viewer, the best tool to
monitor activities of many computers from one central location.

Employee Desktop Live Viewer software is very easy to use and is a complete solution to track
activities of computers remotely. It becomes the perfect solution for System Administrators,
Managers, Companies of large-medium-and small scale to track activities which could be
harmful to any organization.

This powerful tool helps you to track any computer on Network and provides complete
information of the activities performed by users. It provides two setup files, first the Viewer
setup and second, the Agent setup.

Viewer setup is installed on the Server computer which will monitor the computer activities and
the Agent setup will be installed on the remote target computer(s) for which monitoring has to
be performed. The Agent can be installed remotely (with administrative rights only) and
manually to the computer systems.

Employee Desktop Live Viewer also provides options to create Online and Offline recordings
where the activities can be recorded and saved to AVI files for future references. To promote
stealth or the invisible monitoring of target computer(s), we facilitate you with the options
whether or not to inform the users about the monitoring of their activities.

With Employee Desktop Live Viewer, you can be assured to have the most advanced, quick and
accurate, and reliable monitoring of user activities.

Employee Desktop Live Viewer 4
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Interactive Messages

To notify important information and instructions which provides additional help information, we
have used interactive messages illustrated through a set of symbols which will guide you to the
key information and settings:

Symbol Name Description

Help Provides help information related to the action and
recommends options which can be performed to avoid any
unpleasant situation.

Information Provides information about the results of a command. It offers
no choice to the users.

Note Provides important points which need to be considered for the
proper execution of any action.

Warning Informs the user about a situation that may require a decision.

©@@2=Q
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Minimum System Requirements

Employee Desktop Live Viewer software requires minimum system requirements to run which
are as follows:

Operating System: Windows Vista, Windows XP 64-bit/XP 32-bit, Windows NT/2000, Windows
98/ME.

RAM: 128 (256 recommended)
Disk Space: 100MB free disk space

Disk Space to Save the Recordings: Both the Server and Client computer(s) should have
500MB of free disk space to save the Online and Offline Recordings.

Employee Desktop Live Viewer will face difficulties in performing and saving the
Online and Offline recordings which are scheduled by the administrator, if the Server and
Client computer(s) do not meet the minimum disk space requirements.

olt is recommended that administrators should use a spare hard disk of 50 GB to 60
GB to save the recordings performed with Employee Desktop Live Viewer. Software utilizes
more disk space to save the captured images.

Network Speed: Network Cable and Network Speed should be in very good condition.
Employee Desktop Live Viewer gathers entire information through Network. For this it needs
good configuration and working of the Network. If the Network requirements for the software
prove insufficient then the administrator can face the instances of disconnected mode, and

freeze screen.

Employee Desktop Live Viewer
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Install Viewer of Employee Desktop Live Viewer

This section covers the step to install Viewer on the Server computer.

It is as simple to install, as you install any other software setup on your computer. Here you
need to install the Employee Desktop Live Viewer Software Setup on the Server computer
which will be used to monitor target computer(s).

When you download Employee Desktop Live Viewer software setup file from our website, it
consists of two executable files: EmployeeDesktopLiveVieweAgentSetup.exe and
EmployeeDesktopLiveViewerSetup.exe.

The EmployeeDesktopLiveViewerSetup.exe is installed on Server computer and
EmployeeDesktopLiveVieweAgentSetup.exe is installed on remote target computer(s).

Install the Viewer of Employee Desktop Live Viewer

1. Double click the EmployeeDesktopLiveViewerSetup.exe icon.

2. Setup — Employee Desktop Live Viewer window will appear.

il Setup - Employee Desktop Live Viewer AR

W welcome to the Employee

DATA RECOUER\‘: Desktop Live Viewer Setup
Wizard

Thiz will ingtall Emploves Desktop Live Viewer 10.07.01 an your
computer.

It iz recommended that you close all other applications befare
continuing.

Click Mest to continue, or Cancel to exit Setup.

Mexst > |[ Cancel

Click the Next button to continue with the installation.

Employee Desktop Live Viewer 8
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i Setup - Employee Deskiop Live Viewer E||E|E|

License Agreement
Pleaze read the fallowing impaortant infarmation before continuing. Y
Ll

Pleasze read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Licenze Agreement

Emplopee Dezktop Live Viewer iz Copyright € by Mucleus Data Becoveny). com Pt
Ltd.

All Rights Reserved

“i'our Agreement to this Licensze
“ou ghould carefully read the following terms and conditions before using. inztalling

ar digtributing this zoftware, unless you have a different icense agreement zigned by

(#)1 accept the agreement
(3| do not accept the agreement

[ < Back ” Mest » ][ Cancel ]

3. Accept the License Agreement by selecting | accept the agreement and click Next
button to continue.

it Setup - Employee Desktop Live Viewer, E||E|Pg|
Select Additional Tasks
Which additional tazks should be perfarmed? Y
al

Select the addiional tazks pou would like Setup to perform while installing Employes

Deskiop Live YWiewer, then click Mext,

Additional icons;
Create a desklop icoré
[] Create a Quick Launch icon

[ < Back ” Mewt » l[ Cancel

4. Select the Shortcut icons: Create a desktop icon or Create a Quick Launch icon and
click Next button to continue.

Employee Desktop Live Viewer
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i Setup - Employee Deskiop Live Viewer EHEWS__Q

Ready to Install

Setup iz how ready ta begin ingtaling Ermployes Desktop Live Yiewer on vaur
computer.

Click Inztall bo continue with the installation, ar click Back if you want to review or
change any settings.

Additional tagks:
Additional icons:
Create a desktop ican

[ < Back ]l Inztall | [ Cancel

5. Click the Install button to start the process of installing the Viewer.

i Setup - Employee Deskiop Live Viewer

Installing
Fleaze wait while Setup inztall: Employee Deskiop Live Wiewer on your computer.

tal

Estracting files. ..
C:AProgram Filez\Emplovee Desklop Live ViewerhEmployeeD eskioplivelfiewer exe

Cancel

After successfully installing the setup, the Setup wizard will display the following screen:

Employee Desktop Live Viewer 10
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15 Setup - Employee Deskiop Live Viewer

VU US 4
DATA RECOVERY

5

Completing the Employee Desktop
Live Viewer Setup Wizard

Setup has finizhed installing Employes Dezkiop Live Viewer on
wour computer, The application may be launched by zelecting
the installed icons.

Click Finigh to exit Setup.

Launch Ermployes Desktop Live Viewes

6. Select Launch Employee Desktop Live Viewer to launch the Viewer. If you want to

launch the Viewer later then do not select this option.

7. Click Finish to complete the installation process.

The main window of Employee Desktop Live Viewer will get launched. You need to start with

Registration of Computer(s) from Network to start the process of monitoring.

Employee Desktop Live Viewer
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Introduction

The agent of Employee Desktop Live Viewer software is the medium between Server computer
and Target computer(s) that are selected for the monitoring of their activities. The agent
transfers required information to the Viewer which then displays those activities on its screen.

Employee Desktop Live Viewer provides two ways to install the Agent on target computer(s):
Remote Installation and Manual Installation.

Steps to install Agent with both options are discussed below.

Employee Desktop Live Viewer 13
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Install Agent Remotely

This section covers the steps to install agent from Viewer on the remote target computer(s).

Before starting to install the agent of Employee Desktop Live Viewer remotely to the target
computers, the administrator must ensure that the Windows firewall and installed anti-virus are
turned Off. (View the section to configure the antivirus settings)

Launch Viewer of Employee Desktop Live Viewer on Server computer.

Register computers for monitoring. (it is mandatory)

On the Options menu, click Install Agent or click the Install Agent button from the
Getting Started Section of main window. The Install agent on registered computer(s)

dialog box will appear:

[K]| Install agent on registered computer(s) @

Select the Computer(s] where you want boinstall the agent and click the Install button. Pleaze note that you ghould
hawe admin rights toingtall the agent zoftvare remately on target computer(s].

[ Select &l
Computer Mame IP Address Imztallation Status Diomain 4 Workgroup
] ““MDRWEB27-MaLLES 192.168.50.91 Mot Installed o
WHORWEB26-ESHA 192.168.50.88 Mot Installed o

vy

[] ““NDRWEBZ23-aMARDE 132.1658.50.83 Mat Inztalled i

8 Wiew Help Contents [ Ihztall H Cloge ]

4. The dialog box displays the list of Computer(s) from Network where Agent is not
installed with their IP address and Domain name. Select the Computer Name where

you want to install the Agent and click Install button.

@ The Server computer should have administrative privileges to access the remote
computer(s). Complete administrative rights are required to install the Agent remotely to

target computer(s) on Network.

Employee Desktop Live Viewer 14
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The information box will appear:

Employee Desktop Live Viewer X

\.‘i) Yo are about ko install Agent ko the remake Compuker(s), Da wou wank ko cantinue?,

f fes { [ Mo ]

5. Click Yes to continue with the agent installation and No to cancel. When you click Yes,
software displays the Login window:

Select the Computer(z] where you want o ingstall the agent and click the Install button. Pleaze note that you should
have admin rightz to install the agent software remately on target computerz).

Select Al

Computer Ma

[] \\NDRMWE Login Remote Computer : WNDRWEB2

“WHORWE

] “\MWDRWE
Enter User Name : |eshai |
Enter Pazzword : | i |

1] 4 ] [ Cancel

Getting Login Intormation. Fleaze Wat. .

(FEESSSE SRS RS A RN R R RN R RN R R R RN EEEEEEEEEEEE R R R R R EEE)

9 Wiew Help Contents |Fiztall

Type the User name and password of target computer that has been selected for remote
agent installation and click the OK button.

If the login details are correct then the software will display the success message for agent
installation.

If software faces difficulties in installing the agent setup, then the following message will be
displayed:

Employee Desktop Live Viewer 15

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




Installation Guide

Employee Deskiop Live Viewer &l

Cannot copy the NUAgQent, exe on VNDRWEBZG-ESHA,
Installation of the Agent Failed, please check the Metwork connections and retry.

This message requires check of the following:
e Login details of the target computer.
¢ Network connectivity

e Working of the target computer (Closed, Restarting)

The agent will successfully get installed to the remote target computer with the remote method
of agent installation.

Employee Desktop Live Viewer 16
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Install Agent Manually

Agent of Employee Desktop Live Viewer software can be installed to the target computers by
copying the agent setup file to the system drive and install the application by executing it
manually.

1. Copy the agent setup to a drive location on target computer:
2. Double-click the setup file. Setup installation screen will appear:

(K] Setup - Employee Desktop Live Viewer Agent EJ|E|E|

W Welcome to the Employee

s
DATA RECOVERY Desktop Live Viewer Agent Setup
Wizard

Thiz will ingtall Emploves Desktop Live Yiewer Adgent 10.01.01
Oh our compLiter.

It iz recommended that you cloze all other apphcations before
cohbinuing.

Click Mest to continue, or Cancel ta exit Setup.

Mext > |[ Cancel

3. Click the Next button to continue.

Employee Desktop Live Viewer 17
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[K] Setup - Employee Desktop Live Viewer Agent E”E'E'

Ready to Install
Setup iz how ready ta begin ingtaling Emplovee Desklop Live Yiewer Agent on
Yaur computer, Z

Click Inztall to continue with the installation.

[ < Back ]l Inztall | [ Cancel ]

4. Click the Install button to continue. Software will start installing the agent.

5. Select the Activate Agent option to activate the agent otherwise, you will require to
activate it manually later on. (view the steps to activate agent)

K] Setup - Employee Deskiop Live Viewer Agent

W Completing the Employee Desktop
DATA RECOVERY Live Viewer Agent Setup Wizard

Setup haz finizhed instaling Employes Desktop Live Viewer
Agent on your computer,

Click Finizh o exit Setup.

6. Click the Finish button. The process of installing the agent is complete.

Employee Desktop Live Viewer 18
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Activate Agent

If the Agent has not been activated at the time of installation or is not responding to Viewer then
the services need to started/re-started manually on the target computer. You can refresh the
Agent services from Viewer by right-clicking on the target computer thumbnail and selecting
Refresh Agent.

Employee Desktop Live Viewer provides two EXE files for Agent that run in Task Manager of
the target computer: services.exe and svchost.exe. Both the EXE's should be in running state
on the target computer for successful monitoring.

To activate Agent

1. Double-click My Computer icon from the desktop.

2. Select the drive where Windows operating system is installed. (here we will select the
drive C)

3. Double-click the C drive and select the Windows folder. Double-click the selected folder
to view the folder contents.
Select and double-click the System32 folder to view its contents.
Find the folders: ZX_Ag and ZX_Wh.
Select and double-click the ZX_Ag folder to view the folder contents. It will contain two
items: KernelSettings folder and services.exe

7. Select and double-click services.exe. The Agent will get activated on the target
computer.

8. Similarly the svchost.exe can be activated from the ZX_Wh folder.

Employee Desktop Live Viewer 19
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Introduction

The agent of Employee Desktop Live Viewer needs to be included in the Exclusion list of the
Antivirus program being used in your Organization. Some of the antivirus programs might

conclude the agent as a spy ware or ad ware.

This section explains the steps to unblock the agent where antivirus programs Symantec Norton
and Kaspersky Internet Security are used. The steps to unblock agent on Windows firewall are

also illustrated.

Employee Desktop Live Viewer 21
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Windows Firewall

Windows firewall needs to be turned OFF or ON for the proper installation of the agent files on
target computer(s). If you select to enable the firewall then you need to include the agent files to
Exclusion list of Windows Firewall.

If the Windows Firewall is turned OFF /disabled then it is not required to include the agent files
to Exclusions list. Agent of Employee Desktop Live Viewer can be installed to the target
computer(s) with turned ON Windows firewall. Windows firewall if turned OFF may affect the
computer from other viruses and attacks.

Below mentioned are the steps to turn ON and OFF the Windows firewall and include the agent
files to Exclusions list for Windows operating systems:

e Windows XP
e Windows Vista
e Windows 7

For Windows XP:

When Windows Firewall is turned ON:

To unblock the agent

1. Run the Agent setup. As you start the installation, Windows firewall will alert you for this
action.

2. In Windows Security Alert window, click the Unblock button.

%= Windows Security Alert E|

ih To help protect your computer, Windows Firewall has blocked
gome features of thiz program.

Do you want to keep blocking thiz program?

| Hame: HUAgent
= Publisher Mucleus Data Recovencom Pt Ltd.

K.eep Blocking ] [ Unblock ] [ Azk Me Later

YWindows Firewall haz blocked thiz program from accepting connections from the
Internet or a netwaork. |f pou recognize the program or trugt the publisher, you can
unblock it. “hen should | unblock a program?

Employee Desktop Live Viewer 22
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The NUAgent will get added to the Exceptions list of Windows Firewall:

== Windows Firewall

Gereral | Exceptions | Advanced

Windows Firewsall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions alloves some programs
ko ek, better buk might increase your security rigk.

Programs and Services:

M arne
File and Prinker Sharing
Google Talk

Microzoft Office Qutook
HUAgent

[w] Hemote &zsistance

] Remote Desktop

O UPAP Framewark,

| 4ddProgram.. | | AddPot. ||  Edt. ||  Delete

Dizplay a notification when “Windows Firewall blocks a program

What are the rizks of allowing exceptiong?

[ OF. H Cancel ]

Alternatively, the Agent files can be added to the Exceptions list through the Add Program...
button.

To add the agent files to exclusion list

In the Windows Firewall window, click the Add Program... button.

2. Inthe Add a Program window click the Browse button and select the following paths
one by one:
%Windows%\System32\Zx_Ag\Services.exe

%Windows%\System32\Zx_Wh\Svchost.exe

3. Click OK to close the window.

Employee Desktop Live Viewer 23
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Turn OFF Windows Firewall:

To turn off Windows firewall
1. Click the Start button, and then click Control Panel.
2. Inthe Control Panel window, double-click Windows Firewall.

3. Inthe Windows Firewall window, select the option Off (not recommended) and click the
OK button to close the window.

The agent and agent files have been successfully unblocked and added to the Exclusions list of
the Windows firewall.

For Windows Vista:

When Windows Firewall is turned ON:

Below mentioned are the steps to install agent where Windows firewall is kept ON:
To unblock the agent

1. Runthe Agent setup. As you start the installation, Windows firewall will alert you for this
action.

2. In User Account Control window, click the Allow option to allow the installation of
agent setup.

¥ User Account Contral

r'@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  EmployeeDeskiopLive\ViewerSelup.exe
Publisher: Unknown
File crigin: Hard drive on this computer

Program location: "Ch\Users\Win7'\ DesktoptAgent\EmployeelesktopLiveV
SSPAWNWND=3602C0 /MNOTIFYWND=58032E

A ¥es | [ Mo
Help me decide Change when these notifications appear

After this the agent setup will get installed to the target computer system. You need to include
the Agent files to exceptions list of the Windows firewall so that it will not block the agent from
functioning.

To add the agent files to exclusion list

Employee Desktop Live Viewer 24
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1. In Control Panel, click the Security option.
To open Security window, click Start, click Control Panel and then double-click the
Security option. In Security window, double-click Windows Firewall.

2. Inthe Windows Firewall window, click the option Allow a program through Windows
Firewall from the left panel.

3. Windows will ask your permission to change the Windows Firewall Settings. Click

Continue to provide the confirmation of your action.

In the Windows Firewall Settings window, select the Exceptions tab.

Click Add program... button to add the agent files for exclusion. In the Add a Program

window browse and list the files from the following location:
%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe

¢ Windows Firewall Settings

u

program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the private network location.
What are the risks of unblocking & program?

To enable an exception, select its check box:

Exceptions control how programs communicate through Windows Firewall. Add a

Program or port

[J remote Event Log Management
[CJRemote Scheduled Tasks Management
[ remote Service Management

[ remote Vaolume Management

[1R auting and
services

[ ISHMP Trap
svchost
[I'Windows Collaboration Computer Mame Registration Service
[ Windows Firewall Remote Management

[ Windows Management Instrumentation (WMI)

[ Windaws Media Player

- Mkt dnisin Madia Dl ise Klobunels Charine Caeiee

Remote Access

m

m
o

l.ﬁ.dd program. .. ] | Add port... | I Properties ]

=]

[¥] Motify me when Windows Firewall blocks a new program

I Ok | l Cancel

The agent files will get added to the list. Click OK to close the window.

When Windows Firewall is turned OFF:

To turn off Windows firewall

Employee Desktop Live Viewer
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Click the Start button, and then click Control Panel.

In the Control Panel window, double-click Security and then select Windows Firewall.

In the Windows Firewall window, select the option Turn Windows Firewall on or off
from the left panel.

4. Windows will ask your permission to change the Windows Firewall Settings. Click
Continue to provide the confirmation of your action.

In the Windows Firewall Settings window, select the General tab.
Now select the Off (not recommended) option and click the Apply and OK buttons.

The agent and agent files have been successfully unblocked and added to the Exclusions list of
the Windows firewall.

For Windows 7:

When Windows Firewall is turned ON:

Below mentioned are the steps to install agent where Windows firewall is kept ON:

To unblock the agent

1. Runthe Agent setup. As you start the installation, Windows firewall will alert you for this

action.
2. In User Account Control window, click the Yes button to allow the installation of agent
setup.
Employee Desktop Live Viewer 26
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User Account Control @

lkff] An unidentified program wants access to your computer

Con't run the program unless you know where it's from or you've used it
before,

EmployesDesktopLiveViewerSetup.exe
Unidentified Publisher

< Cancel

I don't know where this program is from or what it's for.

<+ Allow

I trust this program. I know where it's from or I've used it before.

(w) Details
User Account Control helps stop unautheorized changes to your computer,

After this the agent setup will get installed to the target computer system. You need to
include the Agent files to exceptions list of the Windows firewall so that it will not block
the agent from functioning.

To add the agent files to exclusion list

1. In Control Panel, open System and Security or Windows Firewall.

To open System and Security, click Start, click Control Panel and then double-click the
System and Security option. In System and Security window, double-click Windows
Firewall.

2. In the Windows Firewall window, click the option Allow a program or feature
through Windows Firewall from the left panel.

3. Inthe Allowed Programs window, click Change Settings button to enable the Allow
another program... button.

4. Click Allow another program... and then browse and list the agent files from
following location:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe

The agent files will get added to the list. Click OK to close the window.

Employee Desktop Live Viewer 27
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@—Qv|ﬂ <« Windows Firewall » Allowed Programs v ' 45 l | Search Control Panel

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? ¥ Change settings

Allowed programs and features:

Name Home/Work (Private) Public *

[JiSCSI Service | O

[0 Media Center Extenders Od O

[J Netlogon Service O O
M M__

ol

NUAgent F i

%]

NUWatch [
[JPerformance Logs and Alerts O O
Remote Assistance O
[JRemote Desktop O O
[J Remote Event Log Management O O
[J Remote Scheduled Tasks Management O O

[J Remote Service Management O [1 K

[ Details... ] [ Remove ]

[ Allow another program... ]

[ ok ][ cancel |

When Windows Firewall is turned OFF:

To turn off Windows firewall

1.
2.

Click the Start button, and then click Control Panel.

In the Control Panel window, double-click System and Security or Windows Firewall.

In the Windows Firewall window, select the option Turn Windows Firewall on or off

from the left panel.

In the Customize Settings window, select the option Turn off Windows Firewall (not

recommended).

Employee Desktop Live Viewer
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_— = |
= (R X

N5 g

[ <« Windows F... » Customize Settings = [ 43 ][ Search Control Pane! I3

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) network location settings
Q (7) Turn on Windows Firewall
[ Block all incoming connections, including those in the list of allowed programs
Notify me when Windows Firewall blocks a new program

@ @ Turn off Windows Firewall (not recommended)

Public network location settings
Q (7) Turn on Windows Firewall
[ Block all incoming connections, including those in the list of allowed programs
Notify me when Windows Firewall blocks a new program

@ @ Turn off Windows Firewall (not recommended)

5. Click OK to close the window.

The agent and agent files have been successfully unblocked and added to the Exclusions list of
the Windows firewall.
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Other Antivirus Applications

Symantec Norton

As the agent setup is executed on the target computer(s), Norton displays the following window:

? Security Risk Found

A program is behaving suspiciously on your computer. Ea
We recommend that you choose to block and remove it.

setup.tmp
Crigin: Mot Available

Remove this fle (Recommended)

Allow this program to continue

SOMAR Frotection maonitars for suspicious program activity on your computer.

] Very Few Users & Very New
-
Fewer than 10 users in the Morton Thiz file waz releazed less than 1 week
Community have used this file. AL,
hore Details

Click the Allow this program to continue option. Symantec Norton will then allow the
installation of the agent setup.

After successfully installing the agent setup, you need to include the agent files in Exclusions list
of the antivirus program.

Employee Desktop Live Viewer 30

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




Installation Guide
To exclude the agent files

1. Launch the Symantec Norton antivirus program.

2. Click the Settings link. In the Computer Settings section, click the Exclusions tab.

3. Inthe Exclusions section select Scan Exclusions > Configure [+].

@ Settings
Settings
Computer Settings Lze Section Defaults -
=
Computer Scans Configure [+ T N
Compressed Files Scan = in
Data Extraction Limit — " an
Remave Infected Compressed Files [S———N i
Micrasoft Office Automatic Scan = Off
Raootkits and Stealth ltems Scan [— ]
Heuristic Protection T Automatic
Low Risks = Ask Me
Tracking Cookies Scan T gnore
Idle Time Scans Weekly [~ ]
Murnber of threads for manual scan Auto n
Exclusions ?

Sean Exclusions

Signature Exclusions Confiqure [+

Insight Network = n ?
Scan Performance Profiles = Btandard Trust ?
Real Time Protection ?
Antismaware = in Configure [+ ?
Auto-Protect — " an
Caching = 0
Early Load = Off
Remavable Media Scan [— ] =
SOMAR Protection [— ?
SOMNAR Advanced Mode T Autormatic
Remove Advanced Detections Automatically === 0Off ral
@ Metwork Settings 4
f"' Miscellaneous Settings 4
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The Scan Exclusions window will appear. This window has two sections namely Scan
Exclusions and Auto Protect Exclusions.

4. Inthe Scan Exclusions section click the Add button to include the agent files. Browse
the location of the agent files and add them to the list:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe

@ Scan Exclusions

Scan Exclusions

Scan Exclusions

1Swskem Wolume Infarmation),
CWIRDOW S system 32 2y _Aglservices, exe

CHOMINDOWS, system 32 Zx_Whisvchost.exe

fud IEGTIN jy REove
Auto-Protect Exclusions

(XTI PRECTIN iy REE

Norton  peraura Apply ok |
FQMm SYyrmantec
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5. Click the Apply button and then OK button to include the files to exclusion list.

Agent files have been added to the exclusions list and now the monitoring of computer(s) on
Network will be performed seamlessly.

KaspersKky Internet Security

As the agent setup is executed on the target computer(s), Kaspersky Internet Security displays
the message for dangerous program installation.

Click Yes (allow program execution) option. After this the antivirus program will allow the
agent setup installation.

After successfully installing the agent setup, you need to include the agent files in Exclusions list
of the antivirus program.

To exclude the agent files

1. Launch the Kaspersky Internet Security antivirus program.

2. Click the Settings link from the right-most corner of the application.

3. Inthe Settings window select Threats and exclusions under the Options section.

4. The Threats and Exclusion sections contains two sections: Threats and Exclusions.
Under the Exclusions section, click the Settings button.

5. The Trusted zone window will appear which has two tabs viz Exclusion rules and
Trusted applications.

6. Select the Trusted applications tab and then click the Add link. Browse for the folder
where agent files are saved and list them to this section.

7. The window Exclusion for application will appear which will enlist the exclusion points for
the application. Select the option Do not scan network traffic and then click OK.
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P4 Trusted zone

Exclusion rules || Trusted applications |
applicakion Path
SErVICESs BXE C IO S syskem32N 2, .
ML akch W INDOW S system 32z . .
o fdd # x

8. Click the OK button to apply the settings and close the window.

Agent and agent files have been added to the exclusions list and now the monitoring of
computer(s) on Network will be performed seamlessly

@ Please refer to the documentation of other antivirus programs to unblock the agent
and include the agent files in Exclusion list.

Contact us:

If you face difficulties in downloading and extracting files with any other antivirus program of
your Organization then contact us at the below mentioned email address and phone numbers.
Our Support executive will guide you with complete downloading and installation of the

software.
Email contact: support@nucleustechnologies.com
Phone contact: +91-9818725861 and 1-866-348-7872 (Toll free for USA and
Canada users)
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Section 4: Troubleshooting and Uninstalling
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Appendix A: Troubleshooting

Problem: Agent is installed on the target computer but the Viewer is facing problems in getting
connected to the target computer.

Solution: This happens mainly because of the slow Network connectivity. Other reasons could
be due to installed Anti-virus.

1. Check the network connection and its speed.

2. Enable Exclusion settings in the installed Anti-virus of the system and add the following
to the exclusion list:

a) %Windows%\System32\Zx_Ag\Services.exe
b) %Windows%\System32\Zx_Wh\Svchost.exe

Problem: | am unable to install Agent remotely to the target computer(s). Why is this
happening?

Solution: To install the agent remotely on target computer(s), the target computer should be
registered with Employee Desktop Live Viewer software. After successful registration, select the
option Install Agent from the Options menu in Viewer.

The remote installation of agent can fail in the cases of
¢ Incorrect login details of the target computer(s).
¢ Slow network connectivity and network speed.

¢ Inaccessible target computer(s) due to reasons like, turned off, or being restarted.

Problem: I am monitoring 10 computers, all was fine but after some time Viewer started
displaying disconnected message on the thumbnail of some computers. Why is this happening?

Solution: The disconnected message is displayed in four cases by the Viewer:
e Computer being monitored is closed.
¢ Computer being monitored is getting restarted.
¢ Network speed has decreased or there is some problem in Network connection.

¢ You have executed Refresh Agent or Refresh Viewer command.

Problem: Viewer is displaying disconnected message on the thumbnail of the computer being
monitored, whereas in real that computer is working absolutely fine. Is there any problem with
the Viewer or Agent?

Solution: This can happen due to slow network speed or the Viewer is not receiving proper
signals from the Agent of target computer(s). Either could be the case, please check your
network connections or refresh the Viewer and Agent.

Problem: | have uninstalled the Viewer and cannot find the registered computer(s) any more
when | reinstall it. Have | lost all the recordings for the computer(s)?

Solution: As you uninstall the Viewer of Employee Desktop Live Viewer, all the registered
computer(s) get unregistered and you are required to register them again. While uninstalling the
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Viewer, setup asks you to whether you want to keep the settings of Online and Offline
recordings? You need to select Yes and the recording information will remain intact when the
Viewer is reinstalled.

Problem: What is the meaning of colors displayed in the tabs of computer(s) being monitored
through the Viewer.

Solution: Viewer displays one main tab of All Computers and individual tabs of each computer
that has been added to the Viewer to be monitored.

The [REBIBBIBE signifies that the Viewer is not connected to the Agent of computer being
monitored i.e. Disconnected

The Yellow color signifies that the Viewer is establishing the connectivity with Agent of the target
computer. It also appears when the network connection is slow and the Viewer is unable to
receive signals from the Agent i.e. Connecting...

The Green color signifies that the Viewer is connected with the Agent of the target computer i.e.
Connected

Problem: After installing the Agent, is it necessary to register the computers with the Viewer?

Solution: Registration of computer(s) that have to be monitored is an important step to initiate
the monitoring with Employee Desktop Live Viewer.

Following are the steps to get started with Employee Desktop Live Viewer:
1. Install Viewer
2. Register Computers in Viewer
3. Install Agent (Remotely or Manually)
4. Add Computer(s) to Viewer (only the registered ones)

After following these steps, you can start the monitoring of Network computer(s) with Employee
Desktop Live Viewer.
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Appendix B: Uninstalling

Un Install the Viewer

Viewer of Employee Desktop Live Viewer can be uninstalled in two ways from the computer
system:

1. From Windows Start menu

2. From Control Panel

To uninstall from the Windows start menu

1. Click the Start button and then point to All Programs. Point to Employee Desktop Live
Viewer and then click Uninstall Employee Desktop Live Viewer.

2. Software will perform the Agent check on all the computers and will display the following
information box:

E Uninstall Wizard - Check Installed Agents

Checking Agent on : HDRWEEB 20-FIRDZ

Click Skip to stop the Agent check process.

3. A warning message will be displayed on the screen. Employee Desktop Live Viewer will
confirm your action to uninstall the software without uninstalling agents from network.
Click Yes to continue and click NO if you first want to remove agents from the network
computers.

Employee Deskiop Live Viewern |

?r) Are wou sure you want ko uninstall the software 7
e

o |

4. If you click "Yes" button, a warning message will be displayed. This message warns you
that if you have scheduled or created any recording; Online or Offline will get deleted
with its complete information.

5. Click "Yes" if you are sure for the action and a warning message will be displayed. This
message informs you that information about the locked and unlocked folders for Offline
recording(s) will also get removed.

6. Click Yes to finish the un installation process.
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The success message "Employee Desktop Live Viewer uninstalled successfully” will be
displayed.

To uninstall from control panel

1. Click the Start button and then point to Control Panel and then select and double-click
the Add or Remove Programs icon.

2. Select Employee Desktop Live Viewer from the generated list of programs installed on
the computer and click the Remaove button.

3. Repeat the steps 2 to 6 (from uninstall from Windows start menu) and complete the un
installation process of the Viewer.

@ All the registered computer(s) get unregistered / removed from the Viewer, once the
Viewer is uninstalled. You are required to register the computer(s) again for continued
monitoring.
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Un Install the Agent

The agent of Employee Desktop Live Viewer can be un-installed from the target computer(s) in
two ways:

1. From Viewer
2. Manually

To uninstall agent from viewer

1. On the Options menu, click Uninstall Agent or click Uninstall Agent button from the
Toolbar. The Uninstall Agent dialog box will appear.

[K]| Uninstall Agent

Select the Camputer(z] and click the Uningtall Buttan.

[ 5elect Al
Computer Mame IP Address
[T “WwEBTT-MNAVIN 192.168.50.99
] “wwEB-USERZ 192 168.50.72
] “wwEB-USER 192 168.50.70
] “SHMW2E-GUPTA, 192.168.50.90
] ““MDRWEBS-RA) 192168.50.27
[] ““MDRWEES-MEERA) 192.168.50.210
[] “\MDRWEB23-4K5HAY 192162.50.94
[] “\NDRWEB28-54MDEE 192.168.50.93
[] “\NDRWEBZ7-MaLLES 192.168.50.91
] “WNDRWEBZ26-ESH 192 168.50.88
] ““WDRWEE21-LUSER 192168.50.92
] ““WDRWEEB20-FIROZ 192.168.50.86
] ““MDRWEEB10-5UMIL 192.168.50.79
[T “WDRWEEBT-MEHA, 192.168.50.52

[ Uniinstall ]| Close |

Software will list the Computer Name(s) where the Agent is installed with their IP Address.

2. Select the Computer Name(s) and click Uninstall to get the Agent uninstalled. Following
message box will be displayed:
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Employee Desktop Live Viewer

MOTE: IF wou have scheduled recording on any selected computer then it is recommended that
O/ woul Firsk import the recorded images then remove scheduled settings.

—

Do o skill wank ko Uninstall Agent on selected Camputer(s)?

| tes d [ Mo ]

3. Click Yes to continue and No to close the message box.

To uninstall agent manually

Double-click My Computer icon from the desktop.

2. Select the drive where Windows operating system is installed. (here we will select the
drive C)

3. Double-click the C drive and select the Windows folder. Double-click the selected folder
to view the folder contents.

Select and double-click the System32 folder to view its contents.
Find and double-click NU_SR_Uninstall.exe

After the setup gets executed, files services.exe and svchost.exe will get removed
from the ZX_Ag and ZX_Wh folders within the System32 folder.

7. This will ensure that the Agent has been successfully uninstalled from the target
computer.

Employee Desktop Live Viewer 41

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.com/supportdesk/




